
Mustafa Elkhalifa
S E N I O R  S O F T W A R E  E N G I N E E R

Full-stack & cross-platform mobile engineer — 15+ years building scalable, cloud-native products for
international clients.

+20 100 861 6183 phpier2@gmail.com Cairo, Egypt Available for fully-remote roles

PROFILE

Senior full-stack engineer with 15+ years delivering backend, frontend and cross-platform mobile solutions end-
to-end — architecture and API design, scalable microservices, containerized deployment, CI/CD and cloud on
AWS. A collaborative, fully-remote team player focused on clean, maintainable code.

Healthcare & Health-Tech Real-Time Sports Data FinTech Smart-City & IoT E-Commerce

Enterprise & Gov Developer-Tools / SaaS

EXPERIENCE

KEY STRENGTHS

References available on request.

CORE SKILLS

LANGUAGES & FRAMEWORKS
PHP · Laravel · Lumen · Phalcon ·
Node.js · NestJS · TypeScript

FRONTEND & MOBILE
Angular · Vue · Ionic · Capacitor (iOS &
Android)

DATABASES & CACHING
MySQL · MongoDB · Redis · Memcached

ARCHITECTURE
Microservices · REST / WebSockets ·
multi-tenant SaaS

AUTH & SECURITY
OAuth2 · Keycloak SSO · HMAC · OTP ·
RBAC

DEVOPS & CLOUD
Docker · Kubernetes / Helm · CI/CD ·
AWS · Linux

SEARCH & DATA
Elasticsearch · Apache Solr · big-data
pipelines

PAYMENTS & INTEGRATION
Cards · mada · Apple Pay · STC Pay ·
PayU · Przelewy24 · Firebase /
OneSignal

AI-ASSISTED DEV
GitHub Copilot · Claude · ChatGPT ·
Cursor

TOOLS
Git · GitHub · GitLab · PhpStorm · Jira ·
Agile / Scrum

EDUCATION

2011

BSc, Computer Science
Menoufia University, Egypt

LANGUAGES

Arabic — Native

English — Proficient (C2)

DETAILS

Nationality · Egyptian

Born · 22 Nov 1989

Status · Married

Senior Software Engineer 2018 — Present

Webzzmaster · Poland (Remote)

Client names withheld under NDA. Stack: Vue 3, Capacitor, Laravel, RabbitMQ, Keycloak SSO, GitLab CI,
Kubernetes / Helm (ArgoCD).

Long-term core member of a distributed team building full-stack web & mobile apps across smart-city,
fintech, healthcare and e-commerce.
Architect Node.js microservices and well-structured REST APIs; ship responsive dashboards and hybrid
mobile apps from shared, reusable codebases.
Drive performance tuning, automated testing and CI/CD; deliver Dockerized, zero-downtime releases via
Jenkins / GitHub Actions / GitLab CI.
Provision and manage AWS & Linux infrastructure; mentor teammates on architecture and coding
standards.

Senior Software Engineer — Real-Time Football Data 2012 — 2023

Mundial11.com · Egypt & Qatar (Remote)

Stack: PHP, Node.js, Elasticsearch / Solr, Redis, WebSockets, Ionic + Angular.

Core engineer behind a real-time sports-data platform — live scores, match timelines, player/team
analytics and global rankings serving millions of requests.
Architected high-throughput big-data pipelines with Elasticsearch / Solr indexing and caching for low-
latency updates, sustaining 10+ years with zero major downtime.
Built and maintained a trusted public REST API and cross-platform companion apps — FiveStarFootball
& FiveStarSports (Ionic + Angular).

Full-Stack Web Developer — Healthcare 2015 — 2018

Al3iada.net · Egypt

Built a comprehensive clinic-management system (medical, financial, inventory and appointment
modules) with Laravel & MySQL, serving doctors, receptionists and accountants.

Full-Stack Web Developer 2011 — 2014

Cairo Server · Egypt

Delivered a wide range of production websites in native PHP and early Laravel across news, content and
directory platforms.

Long-term trust — 10+ year client engagements Clear communication — across time zones

Ownership mindset — reliable delivery & support Fast learner — quick to adopt new tech


